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1. Glossary of terms

.dhc

API

Applet

ARP

Artefact

AVM

b/s

B-Frame

Broadcast

Capture Card

CIF

The file format used to export and import information and
settings for a remote user connection in the VMS

The application programming interface is a set of
programming routines, protocols, and tools for building
software applications

A small, single-task application that does not require
installation in any system using it

Address Resolution Protocol, a link layer protocol used to
resolve network layer addresses of connected devices into
link-layer addresses

An aberration appears in an image as a result of the image
being compressed with a lossy codec

Agile Virtual Matrix, a Spotter for Windows plugin where
numerous security camera feeds are displayed in an array on a
wall with multiple screens

Bits per Second, a measure of bandwidth. Usually prefixed
with k (Kilo, x103), M (Mega, x10°), G (Giga, x10°), etc. for brevity

Bi-directional predictive inter-frame, a frame referencing
preceding and successive I-frame and P-frame (or two P-
frames) to remove unchanged regions from the image

Network-wide transmission of an audio or video stream

A hardware card used on recording servers set up as digital
recorders (DVRs) to convert analogue signals into digital
information

Common Intermediate Format, a video resolution format for
analog cameras. 352x240 (NTSC) or 352x288px (PAL)
resolution at 30000/1001 FPS frame rate
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CLI

Closed network

Codec

Digital noise

DNS

Domain

DoS

Driver
DVRServer

Ethernet

Firewall

FPS

Gain

Gateway

Command Line Interface, a method of interacting with a
computer system through a text representation (example: MS-
DOS)

An information network of computers or other digital devices
not connected to an internetwork, e.g. the Internet

Format of video compression done by a device or software
that enables compression or decompression of digital video

random fluctuations and deviations in a digital signal

Domain Name System, a method of converting IP addresses to
hostnames

A shared network of computers and the user accounts for
them in a corporate environment

Denial-of-Service is a digital attack aimed at flooding a network
or networked device with connection requests, drowning out
legitimate requests or overloading a connected device's
capabilities

A software component used to interact with hardware devices
VMS recording server service

A physical network connection standard, most commonly
known as “LAN cable”

The network security measure, screening incoming and
outgoing network traffic and blocking unauthorized or harmful
packets

Frames Per Second, a measure of image refresh rate

The relationship between the number of electrons acquired on
an image sensor and the analogue-to-digital units that are
generated represents the image signal

An edge device between two networks, providing routing
information for data traffic between the networks

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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GPS

GPU

GUI

H.264

H.265

High-Dynamic-
Range Imaging

Hop

Hostname

HTTP

HTTPS

Global Positioning System, a network of satellites sending data
to receivers, lets the device calculate its position on the globe.
Can also be used for time syncing.

Graphics Processing Unit, a processor chip specialized in
calculating, generating and outputting images from data.
Can be harnessed for other complex computational tasks,
such as distributed computing.

Graphical User Interface, a method of interacting with a
computer system through a graphical representation
(example: Windows)

A video compression format. Also known as MPEG-4 Part 10.
Advanced Video Coding.

A video compression format. Also, known as MPEG-H Part 2 or
High-Efficiency Video Coding(HEVC), Designed to be a
successor to H.264

Multiple-exposure imaging method aimed at creating a
recorded image with similar luminosity levels as those seen by
the human eye

The action of data packets crossing between network
interfaces

Plain name of a digital device in a network

Hypertext Transfer Protocol, an application layer Internet
protocol used for sending requests from a web client (e.g. a
web browser) to a web server, returning web content (web
pages) from the server back to the client

Hypertext Transfer Protocol over TLS, an application layer
Internet protocol used for sending requests from a web client
(e.g. a web browser) to a web server, returning web content
(web pages) from the server back to the client over TLS-
secured communications
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ICT Information and Communications Technology, the term for
fields relating to telecommunications and information
networking

I-Frame Intra-frame, a full image frame in a video stream

IGMP Internet Group Management Protocol, a communications

protocol used by hosts and network devices on IP networks to
establish multicast group memberships

IP Internet Protocol, an OSI Layer 3 networking protocol

IP Encoder A hardware device that converts analogue signals into IP
packets and sends them to an IP network. Can also be referred
to as a video server.

IPSec Internet Protocol Security Architecture, security suite used to
secure packets between routers, forming VPN tunnels over IP
networks

ISP Internet Service Provider

IT Information Technology, a catch-all term for fields relating to

computers and other digital devices

Java A programming language often used on websites for scripts
and applets

JRE Java Runtime Environment (JRE), part of the Java Development
Kit, a set of programming tools for developing Java
applications

LAN Local Area Network, a small, usually home or office-level

networked area

Layer 2 2"d layer (Data Link) of the OSI model, transfers data between
adjacent network nodes in a WAN or between nodes on the
same local area network segment

Layer 3 34 layer (Network) of the OSI model, used for packet
forwarding, including routing through intermediate routers

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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Load

MAC address

Managed switch

Master

Megapixel

MJPEG

Multicast

Multi-channel

device

Multistreaming

NAT

Network

NIC

Network traffic through or on network components, such as
connections or devices

Media Access Control address, a physical-layer identifier
composed of six pairs of hexadecimal characters for network
interfaces of digital devices.

The first three pairs identify the device/interface
manufacturer.

A Layer 2 networking device that can be configured through a
workstation or web browser connection to manage
connections on the device or information traffic going through
it

VMS server device with the Mirasys SMServer service installed
on it

A million pixels. Shorthand statistic for camera resolution or
image fidelity.

Motion-JPEG (Joint Photographic Experts Group), a video
compression format

Transmission of an audio or video stream from one computer
to others selected to be the targets

A device that can send multiple signal channels, each carrying
a certain number of video streams

Method for a digital device to send multiple video streams with
each having a different end target

Network Address Translation, translation of an internal
network’s IP addresses to outside IP addresses

Logical structure existing between a collection of
interconnected digital devices

Network Interface Controller, a computer device's LAN adapter
card

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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NTP

NTSC

NVR

OSI model

PAL

P-Frame

PIM

PoE

Port

Port forwarding

PTZ

Quantization

RAID

Network Time Protocol, a communication protocol used to
sync a networked devices time with a time server

National Television System Committee, an analogue video
standard specified for video surveillance at 525 lines per frame
with a 59.94Hz refresh rate. Used in the Americas.

Network Video Recorder, networked digital device that records
video feeds over an IP connection

Open Systems Interconnection model, an abstract layered
representation of a communication system

Phase Altering Line, an analogue video standard specified for
video surveillance at 625 lines per frame and a 50Hz refresh
rate. Used in Europe, Asia and Australia

Predictive inter-frame, a frame referencing a preceding I-
frame to remove unchanged regions from the image

Protocol Independent Multicast, a family of multicast routing
protocols for IP networks that provide one-to-many and many-
to-many distribution of data over a TCP/IP network

Power over Ethernet, a method of powering devices through
their Ethernet connection to a computer or networking device

Software construct serving as a network communications
endpoint for a computer or other digital device

Application of NAT that redirects communications from one
address and port number combination to another while the
packets are traversing a network gateway

“Pan, Tilt, Zoom,"” two-axis remote-controlled camera

A lossy compression technique is achieved by compressing a
range of values to a single quantum value

Redundant Array Of Independent Disks, a method of saving
data across multiple disks. RAID levels are used to categorize
readiness of data integrity and redundancy

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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RTP

RTP

RTSP

RTSPS

SDP

Slave

SMS
SMServer

SMTP

SNTP

SQL

Static IP Address
Stream

Subnet

TCP

Real-time Transport Protocol, a networking protocol used for
delivering audio and video over IP networks

Real-Time Protocol, a networking protocol used to

Real-Time Streaming Protocol, a connectionless networking
protocol used to control video streaming between a viewing
client and a video source

Real-Time Streaming Protocol over TLS, a secure networking
protocol used to control video streaming between a viewing
client and a video source

Session Description Protocol, a format for
streaming media initialization parameters

describing

A recording VMS server with the Mirasys DVRServer service
installed and enabled on it

Short Message Service, a telephone text messaging system
System Manager Server, VMS master controller service

Simple Mail Transfer Protocol, standard transfer protocol for
e-mail transmissions

Simple Network Time Protocol is a communication protocol
used to sync a networked devices time with a time server. A
simplified version of NTP with only a millisecond in accuracy
loss

Structured Query Language, a programming language for
managing data held in a database

An unchanging IP address for a digital device in a network
Continuous audio or video transmission over a network

A network segment sharing a range of IP addresses. Subnet
size is represented with a prefix signifying the number of bits
(most  significant  first) reserved for a subnet.
The IPv4 prefix is 8-32 bits, IPv6 is 4-128 bits.

Transmission Control Protocol, networking protocol
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Tel +358 (0)9 2533 3300 -

info@mirasys.com - www.mirasys.com



MIRASYS |

1

Mirasys VMS Networking White Paper

ThruCast

TLS

Tunnel

UbDP

Unicast

Unmanaged

switch

UPnP

UPS

URL

VCA

VLAN

VMD

Mirasys proprietary multistreaming method, where traffic
from an IP camera can be directed to a Spotter client directly,
instead of going through a recording VMS server

Transport Layer Security, formerly known as SSL (Secure
Sockets Layer), is a cryptographic protocol that provides
secure communication over an IP network

A channel that allows untouched packets of one network to be
transported over another network

User Datagram Protocol, a connectionless networking
protocol

Transmission of an audio or video stream from one computer
to another

A Layer 2 networking device that can be used out-of-the-box
and all connections can be considered plug-and-play. Devices
like these cannot be accessed or configured remotely.

Universal Plug and Play, is a set of networking protocols that
permits networked devices to discover each other's presence
on the network and establish functional network services

Uninterruptible Power Supply, a reserve power source in the
event of electrical failure in a device’'s power cord or building
power network

Uniform Resource Locator, a reference to a resource that
specifies its location network and a mechanism for retrieving it

Video Content Analytics, the capability of automatically
analyzing video to detect and determine temporal and spatial
events

Virtual Local Access Network, a logical method of partitioning a
layer-2 network by assigning Ethernet ports to virtual
networks

Video Motion Detection, method of detecting motionin a video
stream by comparing frames with each other; changes are
logged as motion
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VMS

VPN

WAN

WDR

WinPcap
WireShark
WLAN

XMC

Z
(D
X
—

Video Management System, networked system connecting
cameras, recording servers and viewing clients

Virtual Private Network, secure communication line between
end devices over a larger network

Wide Area Network, geographically large networked region

Wide Dynamic Range, multiple-exposure imaging method
aimed at increasing image details and eliminating dark areas

Windows port of the Pcap packet capture driver
A network monitoring application
Wireless LAN, wireless local networking. Also known as Wi-Fi.

XMC is a database module for VMS servers. It can store data on
alarms and events into a Microsoft SQL database.
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2. Topology legend
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3. Introduction

This document contains a brief description of the network configurations used on
Mirasys VMS systems and network planning considerations that need to be taken
into account  when  planning  and implementing  the  systems.
It should be noted that this document concentrates on providing a general overview
of building working surveillance systems in various network models.
All data communication within the Mirasys VMS system uses TCP/IP protocol and
networks.

The use of VPNs (Virtual Private Networks) and effective software or hardware
firewalls is highly recommended.
If a computer within the system network is used for other than surveillance purposes
and is vulnerable to viruses or other harmful attacks, anti-virus protection is heavily
recommended.

Building a functional and secure surveillance system requires a clear and detailed
understanding of the network and its elements.
If there are any uncertainties regarding the network or its elements, consulting an ICT
expert, the company’s internal IT department or the ISP is heavily recommended.

Mirasys architecture vB.X mizasysdil
""""" H "““““% ke App ot oy
SMTP Se Spotte ;
; temad nmﬁ::;:rfal ' (mmﬁu | rd party apphcaton 1 Ncshaan) i ?E:::?:mm i
[Pk g in o= [Legacy] e P
B —u) e P
I l -
Master Serger ]
System Spabier Web
Gabeway Senvice DS
g oo 1I5 Wet Service [Legacy] {Windidue |

Priysicat (O virtual) Computer

Mirasys Senvce
(Can be installed independently on different computers)

Windows: serace

Previous Next
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4. Network Requirements

Given requirements apply to all Mirasys VMS installations.

General

Gigabit Ethernet is required on both the client and the server-side.
Data can be transmitted over the Internet, or any other network using TCP/IP.
It is heavily recommended to have two 1 Gb/s network adapters on each server: one
for the camera connections and another for server-client and server-server
communications.

In the case of large systems with multiple high resolution and high frame rate
cameras, separating specific camera sets into their own networks (and adding

network adapters to servers) can be recommended.
However, this is done case-by-case and requires case-specific calculations on
network load.

Control of PTZ cameras requires the network to have low latency in order to make
dome control as responsive as possible.

Example Network configuration:

System Manager

Spotter for Windows

NAT/Firewall
client [

DVRServer | B}
WDServer

Workstation
(being phased out)

-

Camera
Network

Slave

SMServer Recorder DVRServer
WDServer Network ~—E= WDServer

The best practice with the system for security and network performance would be to
have the cameras separated from the rest of the network.
This can be done in two ways: having them physically separated or having them
logically separated.
Physically separating cameras would involve connecting them to their own local
network switch and having the switch connect to a recording server’'s network
adapter assigned to the camera network.
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Example topology of this network principle is presented in the above network.
Another method of separating the cameras in the network would be to use VLANs
(Virtual LAN) on the switch to logically separate them to their own virtual network.
This manner of networking should be left for smaller operators and isolated
surveillance sites with their own ICT workers. VLANs are elaborated in chapter 4.5. An
example of this network principle is presented below.

SMServer
DVRServer
WDServer

Spotter for Windows
—=¥ |System Manager

Analog cameras

Camera Power

Though it is not strictly a networking issue as far as data transmission is concerned,
PoE (Power over Ethernet) devices have to be considered when setting up a network.
Many IP cameras that are set up today for indoor and sheltered outdoor use POE,
meaning they strain a server’s or switch’s power source, with each PoE-enabled port
providing up to 30W of power (under 25W normally, up to 30W on PoE Plus).

802.3af 15.4 0.44 - Indoor/outdoor
(Class 0) 12.95

802.3af 4.0 0.44 - Uncommon
(Class 0) 3.84

802.3af 7.0 3.84 - Uncommon
(Class 0) 6.49

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com



MIRASYS \&

Mirasys VMS Networking White Paper

802.3af 15.4 6.49 - Most devices
(Class 0) 12.95

802.3at 30.0 1295 - PTZ cameras,
(Class 0) 25.50 high-power
PoE+, High heaters

PoE

**All power measurements are in Watts

A 48 PoE+ port switch at full use and full power draw would be under a total demand
of 1440W, though the power output of the device could be much lower.
Connecting too many devices reliant on PoE to a networking device or computer may
cause network or system disruptions due to having insufficient power.

Negative consequences of using too many PoE devices at a time on a PoE-providing
switch or computer:

e A blown-out power supply
o Often produces smoke and is a potential fire hazard
o If no backup power supplies are installed, the device is disabled
e Reduced power to all devices with degraded service from all the attached
devices
e Additional PoE-using devices cannot be powered
e Shorter UPS battery life. Normally a UPS can provide around 20 minutes of
backup power, but PoE use can shorten this down to 3 minutes.

Keep in mind the power requirements of the cameras, whether they require their
own electrical network connection or use PoOE.
Some additional hardware on cameras may require their own power source, e.g.
dome heater, integrated IR, PTZ, etc. Consult your device documentation when
handling PoE solutions.

Network Card Settings

Network card setting requirements:

e Interrupt Moderation Rate: Extreme
e Receive Buffers/Receive Descriptors: 2048
e Transmit Buffers/Transmit Descriptors: 2048

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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These settings must be according to the requirements, or the NIC does not function
with the system. If the buffers are set to too low, it will cause issues with signalling
and video transmissions.
Windows updates could reset NIC settings to their defaults, so Windows updates
need to be monitored and NIC settings need to be checked with every update.
The necessity of installing Windows updates in a closed network should be
evaluated.

In a connected network, all instances of installing Windows updates need to be
performed as planned maintenance activities, as software firewall port settings
might be reset along with NIC settings.
NIC settings can be changed in Microsoft operating systems, such as Windows 7 and
Server 2012, through the Device Manager.

The following guide is for modifying Windows 7 NIC settings, where Interrupt
Moderation Rate and Buffer/Descriptors settings are concerned:

1. Open the device manager
a. Open the Start menu
b. Select Control Panel
c. Click Hardware & Sound
d. Click Device Manager
2. Open the Network Card settings
a. Inthe Device Manager, expand Network Adapters
b. Select the computer’s physical network connection
i. Usually marked with “Network Connection” in the label
c. Right-click the selected adaptor and click Properties
3. Edit the settings
a. Open the Advanced tab
b. Select Interrupt Rate
i. Make sure the drop-down bar has “Enabled” on it
c. Select Interrupt Moderation Rate
i. Select “Extreme” on the drop-down bar
d. Scroll down and select Receive Buffers (could also be labelled Receive
Descriptors)
i. Enter 2048 in the Value bar.
e. Scroll down and select Transmit Buffers (could also be labelled
Transmit Descriptors)
i. Enter 2048 in the Value bar.
Previous Next
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5. Mirasys VMS Applications
VAU

VAU (VMS Application Updater) is a service application without its own user
interface.

It is used to automatically update user applications to the latest versions from the
Master SMServer.

VAU is installed during the application installation, and the application is started
automatically when the System Manager is run.

VAU uses the Master's IP Address or hostname to contact the SMServer (TCP port
5008).

After VAU has established a connection to the SMServer, it downloads the latest
version information.

If the version information differs from the information detected during the previous
application start-up, VAU downloads all needed update files.

If the downloaded version information matches the local version information, only
the configuration files will be downloaded.

The configuration information includes, but is not limited to, the SMServer address
which the Spotter for Windows or System Manager will contact at start-up.

After updating the version or downloading the configuration files, Spotter or
System Manager will be started and VAU will close.

System Manager

When the System Manager or Spotter for Windows application is started, the user’s
username and password are used to download the corresponding user profile from

the SMServer (TCP port 5008).
The profile data includes all information regarding the servers connected to the
system and available for the user profile.

The applications access the servers through TCP port 5009. Video, audio and data
streams requested through the applications wuse TCP port 5011.
The System Manager is the primary system management and configuration
application.

It contacts SMServer and accesses information pertaining to the system.
The application allows a user to add, modify and remove servers, cameras and other
devices to the service, manage alarm conditions and actions, etc.

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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MIRASYS \&

Mirasys VMS Networking White Paper

Spotter For Windows

Spotter for Windows is the primary desktop monitoring application.

A Spotter client contacts the SMServer and accesses the devices connected to it
running DVRServer.

Through this, it accesses live and recorded surveillance data. A spotter can be used
as a specialized video wall application, as well.

Currently, only one instance of the SMServer service at a time can be accessed by
the Spotter for Windows application.

More information on the System Manager can be found in the Mirasys VMS 7.3 -
Spotter User Guide documentation.

WebClient & Spotter Mobile

The WebClient applet can be used on any web browser from any computer on the
Internet, but Java needs to be enabled.

If the GatewayServer server application is installed with the default values, TCP
ports 9999 and 9000 must be open between the WebClient browser computer and
the GatewayServer server computer.

The default ports can be changed during the GatewayServer installation or at a
later point by editing the ServiceLauncher.exe.config configuration file in the
service's installation folder (default C:\Program Files\DVMS\Gateway).

Previous Next
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6. Mirasys VMS communication

Mirasys VMS system components can be divided into applications and servers.
Applications are used to open communication with and between the system’s
servers, and to send connection requests to servers.
Meanwhile, servers accept connection requests from applications or from other
servers.

Communication between the system components is implemented with TCP/IP
protocol through TCP ports 5008-5011.

Signaling And Streaming Protocols

UDP (User Datagram Protocol) is a transport-layer protocol used to stream the video
feeds from the connected cameras.
The protocol is connectionless and lightweight, so it is often used to discover
connectivity issues in a network. In the VMS, any connection difficulty is immediately
noticed as a loss in the video feed.
For streaming to function properly, the network for the system needs to be well
constructed and the connections need to be reliable.

UDP

UDP (User Datagram Protocol) is a transport-layer protocol used to stream the video
feeds from the connected cameras.
The protocol is connectionless and lightweight, so it is often used to discover
connectivity issues in a network. In the VMS, any connection difficulty is immediately
noticed as a loss in the video feed.
For streaming to function properly, the network for the system needs to be well
constructed and the connections need to be reliable.

RTSP

RTSP (Real-Time Streaming Protocol) is used to control video streams over a network.
RTSP communications between a client and a recording VMS server send instructions

on playback and play speed.
As with UDP, RTSP is a stateless communication protocol that requires a solid
network to function reliably.

Usually, the interaction between VMS and camera goes in the following order:

VMS sends DESCRIBE request to camera
Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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Camera answers with DESCRIBE response contain information about supported
video/audio streams in SDP (Session Description Protocol) format

VMS sends SETUP request to camera

Camera answers with SETUP response needed to create a new RTSP session for a
specific stream

VMS sends PLAY request to camera
Camera answer with PLAY response after this camera starts video/audio sending to
VMS - usually, RTP (Real-Time Protocol) over UDP protocol is used for data sending

Periodically VMS sends KEEPALIVE request - if no camera stops video stream
sending

VMS sends TEARDOWN request when video should be stopped

RTSPS

RTSP (Real-Time Streaming Protocol over TLS) is a secure version of RTSP, similar to
how HTTPS is a secure version of HTTP.
The protocol uses TLS (Transport Layer Security) to secure communications,
requiring a stable connection for TCP traffic.

TCP

TCP (Transfer Control Protocol) is used for signalling between the devices and
components of the VMS network and the Internet at large.

TCP is an ordered, error-checked and reliable signalling protocol that can function
even if there are some minor faults in the network, at the cost of latency.

HTTP

HTTP (Hypertext Transfer Protocol) is used to communicate control signals for IP
cameras in the system.
Many drivers use HTTP/HTTPS for setting and retrieving parameters to/from the
cameras. In a direct connection, a user contacts the camera GUI with HTTP/HTTPS.
Some drivers may also use HTTP to receive motion detection data and video streams.
Some camera drivers traffic PTZ signalling through HTTP.

HTTPS
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HTTPS (Hypertext Transfer Protocol over TLS) is a secure version of HTTP.
The protocol uses TLS to secure communications.

Mirasys VMS Ports

In all VMS installations, the following TCP ports must be open on all servers for the
applications and servers to function correctly:

Port 53
The default port for DNS service (Required by Mirasys VMS 8.5 and newer versions)

Port 5008

For signalling between SMServer and client applications, and inbound
communications from clients to the SMServer

Port rule: open inbound

Port 5009

For remote connecting between DVRServer and client applications, and signalling
between SMServer and DVRServer for time synchronization, settings changes, event
information, etc.
Port rule: open inbound

Port 5010
For Watchdog monitoring communication between WDServer, client applications
and DVRServer

Port rule: open inbound

Port 5011
For streaming between the Streaming Service and client applications
Port rule: open inbound

Optional ports:

IP cameras and auxiliary devices may need specific ports opened. Please refer to
device-specific documentation for instructions.

WebClient, Spotter Mobile and
GatewayServer specific ports
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Ports 9000 and 9999
Between WebClient/Spotter Mobile and GatewayServer.

Port rule: open inbound

AVM specific ports

Port 8084
Between SMServer and the Spotter for Windows client
Port rule: open inbound

IP Camera Ports

Cameras use their own ports to keep contact with the VMS and transmit data to the
recording servers.
Please refer  to device-specific documentation for instructions.
If there are firewalls between the cameras and recording VMS servers running
DVRServer, the relevant ports need to be open through the firewall.

HTTP

Port 80
The default port for HTTP traffic used to communicate with a camera’s system

Port 8080
Used by some cameras for PTZ control communications

HTTPS

Port 443
The default port for HTTPS traffic used to securely communicate with a
camera’s system

RTSP

Port 554
The default port used on the VMS to traffic stream control signals

Port 7070
Default stream control port for some camera drivers
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UDP

Port 53
The default port for DNS service (Required by Mirasys VMS 8.5 and newer versions)

Ports 3556-4556

Used on the VMS to receive feeds from the cameras. Each video stream occupies two

sequential ports in the port range.
To verify device port use, reading of device manufacturer driver read me files is

highly recommended.

Top Previous Next

Previous Next
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/. System Services

System Services

SMServer

SMServer (System Management Server) is the Master server service.
SMServer is used to assign a server in the system as a Master that acts as the focal
point in communicating with the client applications and the other servers in the

system.
AVMS must have a server assigned as a Master with SMServer on it connected to the
system network.

SMServer listens on TCP port 5008 for the client applications.
SMServer uses TCP port 5009 to connect to the system network’s other servers for
time synchronization, settings changes, receiving event information etc.
The service maintains the system state and system data, e.g. server information,

system clock, users and profiles.
SMServer maintains connections to all the watchdog services in the system and
receives and logs monitoring events.

Upgrading the system servers and clients is done through SMServer.
Alarm events and the audit trail are recorded in the server database. In larger
environments, a SQL Server database can be used to store alarm and audit trail
databases.

Audit trails record user activities in the system.
A Master server with SMServer can support up to 150 recording VMS servers that are
referred to as Slaves.

A Slave can be any server device with the DVRServer service installed and enabled.
The service must be installed on a computer or server with Microsoft operating
systems Windows 10, Windows 11, Server 2012, Server 20016 R2 or Server 2019.
The device can also be a virtual device running in Hyper-V and VMware virtual
machine platforms.

DVRServer

DVRServer is the service installed on servers set up as recording devices in the VMS
network.

This sets them up to store video data sent by the cameras.
They receive footage and save it on their hard drives with metadata saved on the
common database.
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The servers also perform VCA, motion detection and send out alarms, should pre-
defined criteria for such be fulfilled.
Servers with DVRServer require two NICs on their hardware: one to communicate
with IP camera networks, the other for server-server/server-client communication.
Devices meant to capture footage from analogue cameras need to have capture
cards installed or instead receive traffic from an IP encoder with the analogue
cameras connected to it.
It is advisable to keep IP cameras on a separate network from the recording servers
and the only cameras directly connected to the recording servers are analogue
cameras connected to said servers’ capture cards.
DVRServer listens on TCP port 5009. Video, audio and data streams require TCP port
5011 to be open.
DVRServer never contacts the applications (Spotter for Windows and System
Manager) or SMServer.
However, if IP cameras are installed in the system, servers contact the IP cameras
using TCP or UDP depending on the camera model.
The service must be installed on a computer or server with Microsoft operating
systems Windows 10, Windows 11, Server 2012, Server 20016 R2 or Server 2019.
The device can also be a virtual device running in Hyper-V and VMware virtual
machine platforms.

WDServer

WDServer is the Watchdog server service that functions as the system monitor. It
monitors local DVRServer and SMServer services and is responsible for seeing that
both services are running and operating normally.
During normal monitoring, it will save events to a local event buffer (max. 100
individual events).
These events can be used to trigger digital outputs in DVRServer. WDServer can
also be configured to send emails.
Even if neither is configured, WDServer will always log the events in a log .txt file,
with C:\Users\[Window user\AppData\Roaming\DVMS\DVR Application\Logs folder
being the default.
In severe situations such as a system malfunction or hard drive failure, Watchdog
can do a number of preset tasks, e.g. restart the affected computer or send e-mail
messages containing information about the malfunction.
If the system Master is down, the error situations will be notified once the SMServer
service is up again.
Error situations will not cause the watchdog to initiate a rebooting loop.
Any reboots by WDServer will be followed by changing the faulty component to an
error-tolerant state (e.g., disabling a faulty channel).
Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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Rebooting will never be done more than once per 6-hour cycle.

If other faults or errors normally resulting in a reboot occur, these will be logged
but not acted upon.

WDServer is automatically installed with SMServer and DVRServer.

WDServer takes care of the connections and operational reliability of the VMS
system through TCP port 5010.

The Watchdog records GatewayServer and SMS service up/down events if they're
installed on the same device as the Watchdog. If these services go down, the
application restarts them.

The service must be installed on a computer or server with Microsoft operating
systems Windows 10, Windows 11, Server 2012, Server 20016 R2 or Server 2019.
The device can also be a virtual device running in Hyper-V and VMware virtual
machine platforms.

GatewayServer

The optional GatewayServer service must be installed on a computer with Microsoft
Windows 7, Server 2008, Server 2008 R2 or Server 2012 operating systems.

The computer must have HTTP software installed. Mirasys VMS software is not
required on the server.

The GatewayServer contacts the SMServer through TCP port 5008.

When the WebClient Java applet or the Spotter Mobile application is used,
GatewayServer and the applet or application communicate by default through TCP
ports 9999 (download applet) and 9000 (direct communication between the server
and the applet/application).

These TCP ports can be changed during the GatewayServer installation or at a later
point by editing the ServiceLauncher.exe.config configuration file in the service's
installation folder (default C:\Program Files\DVMS\Gateway).

Previous Next
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8. Mirasys VMS System components

System servers

Servers are devices configured to perform tasks and play specialized roles for a
networked system.
These devices are usually desktop computers or specialized computer hardware that
can be placed in server racks, but they can also be virtual devices running within
another computer’s programs.
They often run operating systems or software that maximizes their performance in
their tasks.
In the VMS, servers are devices that run Mirasys server services that form the basis of
the system.
Actual server hardware requires little specialization, with the exception of devices
meant to run DVRServer requiring two NICs and lots of digital storage space.

Note that the 8.5 and newer versions of Mirasys VMS also need a DNS (Domain
Name Service) server to work properly.
It's used for hostname searches during the logins with client software, and with
connections between servers.

Failover servers

Mirasys VMS 7.0 and later releases support failover servers.
Failover servers are networked devices that are on a passive standby until the system
recognizes that one of the active Slave servers has broken down; at this point, a
failover server takes the place of the failed server.
The failed server can be repaired and replaced as a new failover server, while the
failover server that took its place can continue operating as an active server.
Currently, only Slave servers can be placed under failover protection, as Failover
Server is not yet configured to replace failed Masters running SMServer.
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Failover servers expected to function as recording Slave servers must have the same
file system (same drive letters) as the Slaves under failover protection, and they can

only be used for IP camera backup purposes.
When in standby mode the failover servers appear under a separate folder in the
server list.

When any Slave is deemed to be broken or inaccessible, they are moved under the
“broken recorders” folder and any available failover server takes on the
responsibilities of the broken Slave.
Failover settings can be controlled from the general settings of the Slave.
The failover transition is done if all material disks on the affected recording server are
broken or the Slave is inaccessible for longer than a user-defined period of time.

Note: When a failover server is taking the place of an active server, any Spotter plugins
(such as the ANPR+ license plate recognition software or Activity Map Plugins) are not
included in the failover switch and must be re-installed manually after a server restore.
Contact Mirasys for more information on failover functionality and licensing.

Previous Next
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9. Using Mirasys VMS With Different
Networking Components

When building a Mirasys VMS system, usability, security issues and the need to
contact system components outside of surveillance sites are extremely important
factors to be considered.
When contacting the system with a System Manager application from outside of a
closed network, a VPN (Virtual Private Network) or an effective firewall are good
alternatives.

IP Addressing

Devices communicating over an IP network identify each other through their IP
addresses.

An IP address is a unique identifier on a given network that signifies a networking
device’s interface.
Addresses within a closed network are arbitrary, but larger networks have addresses
that are either in constant use or are reserved for an organizational entity's use.
An IP address is made of a group of octets and a subnet mask.

IPv4 addresses use four octets (groups of eight bits, so 32 bits), some of which are
reserved to indicate the network a host is in, and the non-reserved bits are used by
the host.

An IPv4 address format allows addresses from 0.0.0.0 to 255.255.255.255, and the
subnet is indicated by a prefix /N, where N indicates the number of bits reserved
for the network portion of the address, ranging 8-32. The subnet mask is an
expanded presentation of the prefix and can range from 255.255.255.255 to
255.0.0.0.

The smaller the number on the subnet mask, the more hosts are allowed on its
network.

In a subnet, the first address (e.g. 192.168.1.0/24) is always the network address
and the last address (e.g. 192.168.1.255/24) is the broadcast address.

All addresses between these can be assigned to hosts, e.g. in a /24 subnet, the final
octet for a host's address ranges from 1 to 254.

IPv6 addresses use sixteen octets in eight hexadecimal pairs (total of 128 bits), with
some reserved to indicate a host's network.
The address format allows addresses from 0::0 to ffff:ffff:ffff.ffff.ffff. ffff: fff: ffff, with
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any octet pairs marked as 0 between other pairs omitted in a written address.
The subnet is prefixed /N, where N indicates the number of bits reserved for the
network portion of the address, ranging from 4-to 128

The subnet is marked with the octet pairs included in the networking segment
followed by the prefix. e.g. the subnet for address
200f:0db8:ab00:0000:0000:000:4567:8901/48 (written 200f:0db8:ab00::4567:8901),
has a subnet notation of 200f:0db8:ab00::/48.

IPv6 is meant to counteract Internet address exhaustion, as it allows 228 (c.
3,40x10%) addresses, significantly more than the 232(4,3x10% in [Pv4.
However, networked monitoring systems are usually smaller and closed to other
network traffic either through physical isolation or address translation, so IPv4 is
used for ease and simplicity of configuration and use without fear of address
exhaustion.

IP  addresses are also «classed to make their subnetting easier.
In general, the relationship between potential unique addresses in a network, and
the total potential number of unique sub-networks supported is a decision well
beyond a surveillance system.

The three most common network classes are limited as follows:
Class A ranges from 0.0.0.0/8 to 127.255.255.255/8

e The first octet is reserved for subnets (NNNN.HHHH.HHHH.HHHH)
e 128 subnets of 16 777 214 host addresses

Class B ranges from 128.0.0.0/16 to 191.255.255.255/16

e T